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CLAIMS 



What is claimed is: 

1 . A method of remote control for a networked device, comprising the acts of: 
integrating the networked device into a remote directory service comprising user logins 

and access rights for a plurality of authorized users; 

providing a device control feature for the networked device in the remote directory 
service; and 

controlling access to the device control feature based on the user logins and access rights 
for the plurality of authorized users. 

2. The method of claim 1, comprising the act of creating the remote directory service 
for a plurality of devices, including the networked device. 

3. The method of claim 2, wherein the act of creating the remote directory service 
comprises the act of forming a hierarchical directory structure. 

4. The method of claim 1, wherein the act of providing the device control feature 
comprises the act of facilitating remote configuration of the networked device. 

5. The method of claim 1, wherein the act of providing the device control feature 
comprises the act of facilitating remote control of a lights out management board disposed on the 
networked device. 
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6. The method of claim 1, wherein the act of controlling access to the device control 
feature comprises the act of associating authorized user groups of the plurality of authorized 
users to the networked device. 

7. The method of claim 1 , comprising the act of providing an interface for the 
plurality of authorized users to interact with the remote directory service from a remote console. 



8. The method of claim 1 , comprising the act of notifying the networked device of a 

b 

10 U control task generated by the device control feature. 
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% 9. The method of claim 1 , comprising the act of providing an interface for the 

5 

p networked device to retrieve a control task generated by the device control feature. 



15 J~ 10. A method of remote device control, comprising the acts of: 

iy 



facilitating interaction between a remote client and a desired device of a plurality of 
networked devices via a directory server, which comprises user logins and access rights to the 
networked devices for a plurality of authorized users; 

providing device controls for the networked devices in the directory server; 
20 controlling access to the device controls based on the user logins and access rights; and 

transmitting to the desired device a control task generated by the remote client using one 
of the device controls. 
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1 1. The method of claim 10, wherein the act of facilitating interaction comprises the 
act of providing a hierarchical directory structure based on groups of the plurality of authorized 
users, each of the groups having at least one of the plurality of networked devices. 

5 

12. The method of claim 10, wherein the act of providing the device controls 
comprises the act of facilitating remote configuration of the desired device. 



y, 13. The method of claim 10, wherein the act of providing the device controls 

S 

10 O comprises the act of facilitating remote control of a management module disposed on the desired 

w 

ll device. 
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O 14. The method of claim 10, wherein the act of controlling access to the device 

M 

W controls comprises the act of associating authorized user groups of the plurality of authorized 

H 

15 l7i users to each of the networked devices. 



15. The method of claim 10, wherein the act of transmitting the control task 
comprises the act of notifying the desired device of the control task generated by the device 
control feature. 

20 

16. The method of claim 10, wherein the act of transmitting the control task 
comprises the act of responding to a task request from the desired device. 
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17. A system of remote control for the networked device, comprising: 
a directory server, comprising: 

a directory database, comprising: 
5 a plurality of authorized users and user login data for each of the plurality 

of authorized users; 

a plurality of networked devices; 

access rights to the networked devices for each of the plurality of 

U authorized users; 

9 

10 C3 a device management system for the plurality of networked devices; 

W 

a directory structure for the directory database; and 
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an interface for the directory structure adapted to facilitate interaction between the 



□ directory server, a remote console, and the plurality of networked devices. 

C3 

15 Jfj 18. The system of claim 17, wherein the access rights of the resource access control 

2 Ll 



database comprise device rights and restrictions to manage each of the plurality of networked 
devices with the device management system. 

19. The system of claim 17, wherein the directory structure comprises a plurality of 
20 organizational groups associated with at least one of the plurality of networked devices. 
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20. The system of claim 17, wherein the device management system comprises a 
plurality of control functions for each of the plurality of networked devices. 
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